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1.         DEFINITIONS  
 
1.1 Personal Information:  

Any information relating to an identifiable, living natural person or an identifiable juristic 
person (such as a company or trust), including but not limited to names, ID numbers, contact 
details, employment history, financial records, and opinions, in terms of Section 1 of POPIA. 
 

1.2 Data Subject:  

The person or entity to whom the personal information relates. This includes employees, 
clients, suppliers, contractors, or service providers. 
 

1.3 Processing:  

Any operation or activity, automated or manual, involving personal information, including 
the collection, receipt, storage, use, retrieval, distribution, updating, archiving, or 
destruction of data. 
 

1.4 Operator:  

A third-party service provider who processes personal information on behalf of the company 
(e.g., payroll providers, IT support, external consultants), under written agreement and 
subject to strict confidentiality. 
 

1.5 Responsible Party:  

The company or person (i.e., Process Vacuum (Pty) Ltd) who determines the purpose and 
means of processing personal information. 
 

1.6 Information Officer (IO):  

The person appointed by Process Vacuum (Pty) Ltd to ensure compliance with POPIA and 
PAIA, manage data subject requests, conduct awareness training, and liaise with the 
Information Regulator. 
 

1.7 Deputy Information Officer (Deputy IO): 

A designated person who assists the Information Officer with POPIA and PAIA compliance 
duties, including handling access requests, staff awareness, and monitoring day-to-day data 
protection practices. 
 

1.8 Information Regulator:  

The independent South African authority responsible for promoting and enforcing 
compliance with POPIA and PAIA, and handling complaints or data breaches. 
 

1.9 Consent:  

Voluntary, specific, and informed expression of will by a data subject, agreeing to the 
processing of their personal information. 
 

1.10 SPI (Special Personal Information):  

 Sensitive data such as religious beliefs, race, biometric data, health records, or trade union 

 membership. Requires higher protection and specific legal grounds under Section 26 of 

 POPIA. 
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1.11 Record of Processing Activities (ROPA):  

Documented log/register of all processing activities within the company, detailing categories 
of personal information, legal basis, retention periods, and responsible departments. 

 

1.12 De-identified Information: 

 Personal Information that has been processed in such a way that the Data Subject cannot be 

 identified directly or indirectly and cannot be re-identified without disproportionate effort. 

 

2. INTRODUCTION 

2.1 Process Vacuum (Pty) Ltd (“we”, “our”, or “us”) respects your right to privacy and is 

committed to the lawful processing and protection of personal information as required by 

the Protection of Personal Information Act, 4 of 2013 (“POPIA”), including compliance with 

the POPIA Regulations published in April 2025 where applicable. 

 

2.2 This Privacy Policy outlines how we collect, use, store, retain, disclose, and protect personal 
information during our business. It applies to all individuals and entities whose personal 
information we process, including clients, suppliers, employees, contractors, visitors, and 
other relevant data subjects. The Policy is designed to ensure transparency, accountability, 
and protection of data subject rights in accordance with POPIA. 

 

3.  POLICY PURPOSE 

This Policy aims to ensure that Process Vacuum (Pty) Ltd:  

3.1 Complies with the requirements of POPIA and the amended POPIA Regulations (April 2025). 

3.2 Communicates clearly the principles and practices for processing personal information. 

3.3 Demonstrates accountability and transparency in our data protection practices. 

 

4.  SCOPE 

This policy applies to: 

4.1 All departments and operations within Process Vacuum (Pty) Ltd. 

4.2 All personal information processed by us, in physical or electronic form. 

4.3 All employees, contractors, and third-party processors acting on behalf of Process Vacuum 

(Pty) Ltd. 

 

5. POLICY APPLICATION 

5.1 This policy and guiding principles apply to the personal information of the following
 individuals and entities: 
 

5.1.1 Clients and prospective clients. 

5.1.2 Employees and job applicants. 

5.1.3 Suppliers and contractors. 

5.1.4 Website users and online enquirers. 

5.1.5 Visitors to our premises; and 
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5.1.6 Any other data subjects whose personal information we process during our 

business. 

 

5.2 The Policy’s guiding principles find application in all situations and must be read in 
conjunction with Process Vacuum’s PAIA Manual as required by the Promotion of Access to 
Information Act No 2 of 2000 (PAIA). 

 
5.3 POPIA does not apply to the processing of Personal Information in the following situations: 

5.3.1 Where the processing Is concluded during purely personal or household activities; or 
 5.3.2 Where the Personal Information has been de-identified. 
 

6.  INFORMATION OFFICERS 
 

Process Vacuum (Pty) Ltd has appointed both an Information Officer and a Deputy 
Information Officer to manage, assist, and discharge the company’s obligations in terms of 
POPIA. Both officers have been duly registered with the South African Information 
Regulator. 
 
Should you have any queries regarding this Privacy Policy, the way we handle personal 
information, or if you would like to exercise your rights under POPIA, please contact: 
 

6.1  Contact Details 

6.1.1 Information Officer 

Name: Desiree Van Heerden 

Designation: Information Officer 

Email: info@processvacuum.co.za    

Telephone: (016) 362 2761 (Ext. 225) 

 

6.1.2  Deputy Information Officer 

Name: Tounette Schmidt 

Designation: Deputy Information Officer 

Email: accounts@processvacuum.co.za  

Telephone: (016) 362 2761 (Ext. 201) 

 

6.1.3  Registered Address (for both Officers) 

Physical Address: c/o Steenbok and Bloubok Street, Highbury, Henley on Klip, 1962 

Postal Address: PO Box 357, Henley on Klip, 1962 

 

 

 

mailto:info@processvacuum.co.za
mailto:accounts@processvacuum.co.za
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6.2 Duties of the Information Officer (IO) 

6.2.1 The Information Officer is legally accountable for ensuring compliance with POPIA 

and PAIA.  

6.2.2 Developing, implementing, and monitoring a compliance framework in line with 

POPIA and PAIA. 

6.2.3 Conducting and documenting Personal Information Impact Assessments (PIIAs) for 

new or high-risk processing activities. 

6.2.4 Approving and overseeing internal policies, procedures, and training programmes to 

promote staff awareness and compliance. 

6.2.5 Maintaining and updating the Record of Processing Activities (ROPA). 

6.2.6 Reviewing and approving contracts with third-party operators to ensure appropriate 

data protection obligations are included. 

6.2.7 Acting as the primary point of contact between Process Vacuum and the Information 

Regulator. 

6.2.8 Reviewing this Privacy Policy and related frameworks at least annually, or sooner if 

there are legal or operational changes. 

 

6.3  Duties of the Deputy Information Officer (DIO) 

 

 6.3.1 The Deputy Information Officer may act on behalf of the Information Officer in the 

  latter’s absence and carry out delegated tasks, as necessary. 

 6.3.2 Supporting the IO in the implementation and monitoring of the compliance  

  framework. 

 6.3.3 Handling and responding to data subject requests (access, correction, deletion,  

  objection, portability) within statutory timeframes. 

 6.3.4 Managing and monitoring day-to-day compliance activities, including staff  

  awareness and training sessions. 

 6.3.5 Monitoring compliance with retention and destruction practices. 

 6.3.6 Assisting in handling complaints and breach notifications in line with Section 22 of 

  POPIA and ensuring proper recordkeeping and reporting of incidents. 

 6.3.7 Documenting operational compliance activities and reporting regularly to the IO. 

 6.3.8 Serving as an alternative contact point for data subjects, in support of the IO. 
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7.  GENERAL GUIDING PRINCIPLES 

All employees, contractors, and persons acting on behalf of Process Vacuum (Pty) Ltd are 

required to comply with the following principles when processing Personal Information: 

 

7.1  Accountability 

7.1.1 Process Vacuum is responsible for ensuring compliance with POPIA and the guiding 

principles set out in this policy. 

7.1.2 The Information Officer (IO) and Deputy Information Officer (DIO) are accountable 

for monitoring adherence, reporting breaches, and recommending disciplinary or 

corrective action in cases of non-compliance. They will also maintain records of 

compliance activities to demonstrate accountability as required under Section 19 of 

POPIA. 

 

7.2 Processing Limitation 

7.2.1  Personal Information will only be processed lawfully and in a fair, non-excessive 

manner. 

7.2.2  Processing requires the informed consent of the Data Subject where applicable. 

 7.2.3  Data Subjects will be informed of the purpose of collection. 
 7.2.4  Personal Information will not be shared outside the company except as required by 
  law or with authorized service providers. All sharing must be documented and  
  justified in the Record of Processing Activities (ROPA). 

 

7.3 Purpose Specification 

 

7.3.1 Personal Information must be collected for specific, explicitly defined, and legitimate 

purposes aligned with Process Vacuum’s business functions. 

7.3.2 Data Subjects will be informed of the purpose of collection and how their  

  information will be used (Section 18(1)) 

 

7.4   Further Processing Limitation 

 

7.4.1  Further processing of Personal Information must be compatible with the purpose for 

which it was originally collected. 

7.4.2  In determining compatibility, Process Vacuum will consider: 

7.4.2.1  The relationship between the original purpose and the intended use. 

7.4.2.2  The nature of the information. 

7.4.2.3  Potential impact on the Data Subject. 

7.4.2.4 How the information was collected. 

7.4.2.5 Relevant contractual rights, legal obligations, and statutory requirements 

under POPIA. 
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7.5 Information Quality 

 

7.5.1 Process Vacuum will take reasonable steps to ensure that Personal Information is 

complete, accurate, and up to date. 

7.5.2  Third-party sources used to provide information will be verified as far as reasonably 

possible. 

 

7.6  Open Communication and Data Subject Awareness 
 

7.6.1  Data Subjects will be informed whenever their Personal Information is collected, 

including the purpose of collection. 

7.6.2 Process Vacuum will maintain a clear contact mechanism for Data Subjects to: 
7.6.2.1  Confirm whether Process Vacuum holds their Personal Information; 

7.6.2.2  Request access, correction, or deletion of Personal Information; 

7.6.2.3  Make complaints regarding the processing of Personal Information. 

 

7.7  Security Safeguards 
 

7.7.1 Process Vacuum implements reasonable technical and organizational measures to 

protect Personal Information against loss, unauthorized access, disclosure, 

alteration, or destruction. 

7.7.2 The sensitivity of Personal Information will dictate the level of security applied. 

7.7.3 Security controls will be reviewed regularly, including testing against cyber threats. 

7.7.4 All paper and electronic records will be stored securely and accessible only to 

authorized personnel. 

7.7.5 All employees must sign employment contracts or addendums including 

confidentiality clauses and agree to POPIA compliance requirements. 

7.7.6 POPIA training will be provided at least annually, and to all new employees or 

contractors upon commencement. 

7.7.7 All third-party operators and service providers must enter into agreements that 

include POPIA-compliant confidentiality, data protection, and retention obligations. 

 

7.8 Data Subject Participation 
 

7.8.1  Data Subjects have the right to request access to their Personal Information held by 

Process Vacuum.  

7.8.2  They have the right to request correction, updating, or deletion of inaccurate, 

irrelevant, excessive, or unlawfully obtained Personal Information.  

7.8.3 Requests will be considered in accordance with POPIA and PAIA timeframes and 

requirements.  
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8.  PERSONAL INFORMATION WE COLLECT 
 
We collect and process the following specific categories of Personal Information for defined 
purposes: 

 

Category Details Reason for Collection  

General Identification 
Full names, ID/passport numbers, 
gender, date of birth 

HR management, contractual 
administration, statutory 
compliance 

 

Contact Details 
Telephone numbers, email 
addresses, physical and postal 
addresses 

Communication, invoicing, service 
delivery 

 

Employment 
Information 

CVs, contracts, payroll details, 
banking details, leave records, 
performance records 

Recruitment, payroll administration, 
compliance with employment laws 

 

Client & Supplier 
Information 

Contact persons, company 
registration details, B-BBEE 
certificates, banking details 

Procurement processes, contract 
management, regulatory 
compliance 

 

Financial & Tax 
Information 

Invoices, VAT numbers, tax records 
Finance, accounting, compliance 
with SARS obligations 

 

Website & Online Data 
IP addresses, cookies, browsing 
activity, enquiry forms 

Website security, usage analytics, 
responding to enquiries 

 

Security & Access Data 
CCTV footage, visitor registers, 
access control records 

Workplace safety, security 
monitoring, asset protection 

 

Special Personal 
Information 

Health records (e.g., sick leave), 
biometric data (time and 
attendance), trade union 
membership 

HR purposes, compliance, higher 
protection requirements 

 

Cookies & Similar 
Technologies 

Unique identifiers, device info, 
browsing patterns 

Improve website experience, 
analytics, marketing (with consent) 

 

Minor’s Personal 
Information 

Children under eighteen 
Only processed with consent of 
parent/guardian or lawful basis 
under POPIA 
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8.1  Cookies may store information such as: 

 
 8.1.1 Keeping track of information you have provided to us. 

  8.1.2  Improving your browsing experience. 

  8.1.3  Customizing our interaction with you. 

 8.1.4  Storing and managing your preferences and settings. 

  8.1.5 Compiling statistical data. 

  8.1.6  Analyzing the performance and usability of our website. 

 8.1.7  Measuring traffic patterns on our website. 

  8.1.8  Determining which areas of our website have been visited. 

 

8.2  These technologies collect data such as your browser type, IP address, the amount of time 

 you spend on specific pages, and the websites that referred you to us. 

 

8.3  You can manage your cookie preferences through your browser settings. 

 

8.4  A cookie banner is displayed on our website when you first visit, allowing you to accept or 

 manage your preferences regarding optional cookies. 

 

8.5 You may withdraw or update your cookie preferences at any time through your browser 

 settings. Withdrawing consent will not affect the use of strictly necessary cookies required 

 for website operation. 

 

8.6 Cookies are categorized as: 

 8.6.1   Necessary: essential for website functionality (do not require consent). 

  8.6.2   Functional: remember user preferences. 

  8.6.3   Analytical: collect anonymous usage statistics. 

  8.6.4   Marketing: track browsing behavior for advertising or communications. 

 

8.7 Minor’s Personal Information 

 We do not intentionally process the personal information of children (minors under the  age 
 of 18). Where such processing is necessary (for example, dependent on employees), we will 
 only process children’s information with the consent of a competent person (such as a 
 parent or legal guardian), or where another lawful ground under Sections 34-35 of POPIA 
 applies. 
 

9.  LEGAL BASIS FOR PROCESSING 

Process Vacuum (Pty) Ltd processes Personal Information only where a lawful basis exists. 

Such bases include: 

9.1  Consent voluntarily provided by the Data Subject. 

9.2 Performance of a contract to which the Data Subject is a party, or to take steps at the 

request of the Data Subject prior to entering a contract. 
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9.3  Compliance with a legal obligation imposed on the company. 

9.4  Protection of the legitimate interests of the Data Subject. 

9.5  Performance of a public law duty by Process Vacuum. 

9.6  The pursuit of Process Vacuum’s own legitimate interests, provided that such interests are 

not overridden by the rights of the Data Subject. 

 
Process Vacuum (Pty) Ltd maintains a comprehensive Record of Processing Activities (ROPA), 

documenting the categories of Personal Information processed, the purpose of processing, 

applicable legal basis, data recipients, security safeguards, and retention periods. This 

ensures transparency, accountability, and demonstrable compliance with Regulation 4 of the 

POPIA Regulations (2025). 

 

10.  USE OF PERSONAL INFORMATION  

10.1 Process Vacuum will only collect and process Personal Information that is adequate, 

relevant, and limited to what is necessary to achieve the specific purpose for which it is 

collected. Personal Information is processed solely for the following purposes, to the extent 

necessary and relevant: 

 

10.1.1 Managing employment and HR-related matters. 

10.1.2 Fulfilling client orders and providing services. 

10.1.3 Managing supplier and contractor relationships. 

10.1.4 Complying with legal and financial obligations. 

10.1.5 Ensuring physical and digital security. 

10.1.6 Responding to enquiries and maintaining customer support. 

10.1.7 Protecting our business interests. 

10.1.8 Automated Processing and Profiling. 

 

Process Vacuum does not make decisions that have a legal or significant effect on a  

Data Subject based solely on automated processing, including profiling. Should this 

 Change in the future, affected Data Subjects will be informed and provided with the 

 opportunity to exercise their rights under Section 71 of POPIA. 

 

Processing is always limited to what is necessary for each stated purpose, in accordance with 

applicable law and POPIA principles. 

 

10.2 Marketing Communications and Consent 

We may process your Personal Information to provide marketing communications regarding 

our products, services, promotions, or events. Such communications may be sent via email, 

SMS, telephone, WhatsApp, social media, or postal mail.  
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We do not knowingly send marketing communications to children under 18. Where consent 

is required for minors, marketing consent will only be obtained from a parent or legal 

guardian, in accordance with Sections 34–35 of POPIA. Marketing communications will only 

be sent if: 

 

10.2.1 You have provided clear, explicit, informed consent; or 

10.2.2 Processing is based on a lawful basis under POPIA, and your rights are respected. 

10.2.3 You have the right to: 

10.2.3.1   Opt-in or opt-out of receiving marketing communications at any time. 

10.2.3.2   Withdraw your consent at any time without affecting the lawfulness of any 

    processing conducted before the withdrawal. 

10.2.3.3   Object to direct marketing based on legitimate interests at any time. 

 

Upon withdrawal of consent or objection to direct marketing, the Data Subject’s details will 

be promptly removed or suppressed in accordance with POPIA requirements. 

 

10.3  How we collect Marketing Consent: 

 When collecting Personal Information for marketing purposes (e.g., newsletter sign-ups, 

 event registrations): 

 

10.3.1 We provide a clear privacy notice explaining how your Personal Information will be 
used. 

 
10.3.2 Consent must be explicit, freely given, and documented. Individuals must actively 

opt-in (e.g., by selecting a checkbox) before receiving marketing communications. 
 
10.3.3 A link to our full Privacy Policy is always provided at the point of consent. 
 
10.3.4 Individuals may withdraw their consent at any time, without affecting the lawfulness 

of processing conducted before the withdrawal, either via unsubscribe links or by 
contacting the Information Officer or Deputy Information Officer. 

 
10.3.5 We maintain a Marketing Consent Register to securely record and manage consent 

preferences and history. Access to the Register is restricted to authorized personnel 
only. 

 

11.  GENERAL WITHDRAWAL AND CONSENT 
 
11.1 Where consent is required, we will: 
 

11.1.1 Request clear, voluntary, explicit, and informed consent. 

11.1.2 Explain the purpose for which the personal information is collected and how it will 

be used. 

11.1.3 Record and securely maintain the consent in our Consent Register. 
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11.2 Data Subjects may withdraw their consent at any time by contacting the Information Officer 

or Deputy Information Officer. Withdrawal of consent will not affect the lawfulness of any 

processing conducted prior to the withdrawal. 

 

12.  DISCLOSURE OF PERSONAL INFORMATION 

 

12.1  Internal and External Disclosure 
 

We may share personal information with: 
 

12.1.1 Authorized employees and internal departments. 

12.1.2 Service providers and contractors (e.g., payroll processors, IT support, security 

services). 

12.1.3 Legal, regulatory, or government authorities, where required by law. 

12.1.4 Auditors, insurers, and professional advisors. 

 

12.2 We will never sell personal information to third parties. All service providers are bound by 

confidentiality and POPIA-compliant data protection agreements. 

 
12.3 Third-Party Service Providers and Operators 
 

We may engage third-party service providers (referred to as “operators” under POPIA) to 

process personal information on our behalf. These may include: 

 

12.3.1 Payroll processors and HR platforms 

12.3.2 IT and cloud service providers 

12.3.3 Security and CCTV service companies 

12.3.4 Auditors, legal advisors, and consultants 

12.3.5 Delivery and logistics providers 

 

12.4 We take reasonable steps to ensure that any third-party service provider who processes 

personal information: 

 

12.4.1 Process information only on our written instructions. 

12.4.2 Is contractually bound by confidentiality and data protection obligations. 

12.4.3 All contracts with third-party operators include POPIA-compliant confidentiality and 

data protection clauses as required under Section 14 and Regulations 6–7. 

12.4.4 Does not use or disclose personal information for any purpose other than the one 

specified. 

12.4.5 All third-party operators are regularly reviewed to ensure compliance with POPIA 

and the terms of our agreements. A list of key third-party operators and processing 

functions is available on request. 
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13.  CROSS-BORDER TRANSFERS 

In accordance with Section 72 of POPIA, we may transfer personal information to a foreign 
country under the following conditions: 
 

13.1  Adequate Protection 

 

13.1.1 Personal information may be transferred where the foreign country, or the 

recipient, is subject to a law, binding corporate rules, or a binding agreement that 

provides an adequate level of protection substantially similar to POPIA. 

13.1.2 Transfers may also take place where specifically authorised by the Information 

Regulator in accordance with Section 72. 

 

13.2  Exceptions Where Adequacy Is Not Present 

Where adequate protection as described above is not in place, we may transfer personal 

information if: 

 

13.2.1  The Data Subject has provided explicit written consent to the transfer; or 

13.2.2  The transfer is necessary for the performance of a contract between the Data 

Subject and the Responsible Party; or 

13.2.3  The transfer is necessary for the conclusion or performance of a contract concluded 

in the interest of the Data Subject between the Responsible Party and a third party; 

or 

13.2.4  The transfer is for the benefit of the Data Subject, and it is not reasonably 

practicable to obtain consent, but if it were practicable, such consent would have 

been granted. 

 

13.3  Safeguards for Transfers to Countries with Less Stringent Protection 
 

Where personal information is transferred to a country whose data protection laws are less 
stringent than POPIA, we will: 

 
13.3.1 Obtain the Data Subject’s explicit consent before such transfer. 

13.3.2  Ensure contractual safeguards are in place to maintain appropriate protection; and 

13.3.3  Take reasonable steps to ensure that the recipient upholds security safeguards in 

line with Section 19 of POPIA. 

 
13.4  Transfer Assessments and Record-Keeping 

All cross-border transfers are assessed, documented, and reviewed at least annually by the 

Information Officer to ensure compliance with POPIA. Records of each transfer assessment 

will be maintained in the Record of Processing Activities (ROPA) for audit purposes, including 

the transfer date, recipients, categories of personal information, legal basis, and safeguards 

applied. 
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14.  RETENTION AND DESTRUCTION 

 

14.1 Legal Basis for Retention 

In accordance with Section 14 of POPIA, personal information is not retained for longer than 

is necessary to achieve the purpose for which it was collected or subsequently processed, 

unless retention is: 

 

14.1.1 Required or authorised by law. 

14.1.2  Required by a contract between the parties. 

14.1.3  Required for lawful purposes related to the organisation’s functions or activities. 

14.1.4  Required for evidentiary or historical purposes in the public interest. 

 
 Retention of personal information is always conducted in accordance with applicable law 
 and POPIA principles. 
 

14.2  Retention Principles 

 

 14.2.1 Personal information will be retained only for as long as necessary to fulfil the  
  purpose for which it was collected. Once personal information is no longer required, 
  all copies, internal, external, or held by third-party operators, will be securely.  
    
 14.2.4  The Information Officer is responsible for overseeing, reviewing, and approving all 
  retention and destruction practices. The Information Officer ensures that retention 
  practices are reviewed at least annually or when legislative or operational changes 
  require an update. 
 
14.3  Destruction and De-Identification 

 

14.3.1  When personal information is no longer required, all copies, whether paper, 

electronic, or held by third-party operators, will be securely destroyed, erased, or 

permanently de-identified. 

14.3.2  Destruction methods include shredding of paper records, secure digital wiping, and 

deletion from live and backup systems. 

14.3.3  Destruction will be conducted in a manner that prevents reconstruction or re-

identification. 

14.3.4  The Information Officer ensures that destruction and de-identification practices are 

reviewed at least annually to maintain compliance with POPIA. 
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14.4 Retention Summary  

 

The following table provides a summary of key personal information categories and typical retention 

periods. This is a guide only; the full Retention and Destruction Schedule contain all record types and 

specific periods. 

 

Category of Record Retention Period / Notes 

Employment Records 5 years after termination (or longer if legally required) 

Financial and Tax  5–7 years, in line with SARS requirements 

CCTV Footage 10 days, unless required for investigation or legal proceedings 

Website Logs 12 months for system security monitoring and analysis 

Marketing Consent 
records 

Retained for as long as consent is valid, plus records of withdrawal for 
audit purposes 

 

14.5  Access to the Full Schedule 

 

14.5.1  The full Retention and Destruction Schedule, detailing all categories of records and 

retention periods, is maintained by the Information Officer and is available on 

request. 

14.5.2 The full schedule is available to employees, contractors, and data subjects on 

request, in accordance with POPIA and internal access procedures. 

 

15.  INFORMATION SECURITY AND BREACH NOTIFICATION 

 In line with Section 22 of POPIA, Process Vacuum (Pty) Ltd has established a robust 

 information security and breach notification framework to protect personal information. 

 

15.1  Breach Notification 
 

In the event of a security breach or compromise: 
 

15.1.1 The Information Regulator will be notified as soon as reasonably possible. 

15.1.2 Affected data subjects will be notified directly unless their identities cannot be 

established. 

15.1.3  Notifications will include sufficient detail to allow data subjects to take protective 

measures, including: 

 

15.1.3.1   The nature and scope of the breach, including personal information 

    involved. 

  15.1.3.2    Measures taken to mitigate potential harm. 

  15.1.3.3    Steps implemented to prevent future breaches. 
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15.1.4  Further details of the breach notification process are available from the Information 

Officer. All breaches are logged internally, with records maintained for audit and 

regulatory purposes. 

 

15.2  Information Security Safeguards 
 

Process Vacuum implements technical and organizational safeguards appropriate to the 

sensitivity of the personal information and the risks involved, including: 

 

15.2.1 Access control, authentication, and encryption. 

15.2.2 Secure data storage and transmission protocols. 

15.2.3 Regular backups, antivirus, and malware protection. 

15.2.4 Monitoring and logging of access attempts. 

15.2.5 Regular risk assessments and vulnerability scans. 

15.2.6 Security awareness and training for employees and contractors. 

15.2.7 Regular internal audits and penetration testing to ensure the effectiveness of 

security measures. 

15.2.8 Requiring all third-party service providers and operators to implement similar 

safeguards and comply with POPIA. 

 

16.  EMPLOYEE RESPONSIBILITIES UNDER POPIA 

 

All employees, contractors, and temporary staff of Process Vacuum (Pty) Ltd are required 
to: 
 

16.1 Handle all personal information in accordance with the Privacy Policy and internal POPIA 

guidelines. 

16.2 Report any suspected or actual data breaches to the Information Officer immediately. 

16.3 Complete mandatory POPIA awareness training and refresher training when required. 

16.4 Maintain the confidentiality of personal information, both during and after employment 

with the company.  

 

17.  DATA SUBJECT RIGHTS 

 

Where appropriate, Process Vacuum will ensure that its Employees, Customers, Clients are 

informed of their rights as Data Subjects in terms of POPIA. 

 

17.1 The right to access Personal Information  

Process Vacuum recognizes that a Data Subject has the right to establish whether Process 

Vacuum holds Personal Information about them, including the right to request access to that 

Personal Information. 
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17.2 The right to have Personal Information Corrected or Deleted 

The Data Subject has the right to request, where necessary and subject to POPIA provisions, 

that their personal information be corrected or deleted where Process Vacuum is no longer 

authorized to retain it. 

 

17.3 The right to Object to the Processing of Personal Information 

The Data Subject has the right, on reasonable grounds, to object to the Processing of their 

Personal Information. In such circumstances, Process Vacuum may cease to use or disclose 

the Data Subject’s Personal Information and may, subject to any statutory and contractual 

Record keeping requirements, also approve the destruction of Personal Information. 

 

17.4 The right to complain to the Information Regulator 

 The Data Subject has the right to submit a complaint to the Information Regulator regarding, 

 an alleged infringement of any of the rights protected under POPIA and to institute civil, 

 proceedings regarding the alleged non-compliance with the protection of his, her or its  

 Personal Information.  

 

17.5 The Right to be Informed. 

Data Subjects have the right to be notified that his/her or its Personal Information is, 

 being collected by Process Vacuum. The Data Subject also has the right to be notified in 

any situation where Process Vacuum has reasonable grounds to believe that the  

Personal Information of the Data Subject has been accessed or acquired by an unauthorized 

person. 

 

To exercise these rights, please contact the Information Officer with the contact details provided 

above.  

 

All access, correction, deletion, and objection requests will be responded to within one month, 

extendable by a further two months if justified. Any extension will be communicated to the Data 

Subject, along with the reasons for the delay. 

 

18.  DATA SUBJECT RESPONSIBILITIES 
 

To exercise their rights effectively under Section 16 and to help Process Vacuum (Pty) Ltd 
maintain the accuracy, security, and lawful processing of personal information, Data 
Subjects are encouraged to: 
 

18.1 Notify us promptly of any changes to your personal information. 

18.2  Safeguard your personal information to the extent possible. 

18.3  Verify your identity when submitting requests to exercise your rights. 

18.4 Immediately report any suspected unauthorised access, data breach, or  security incident to 

the Information Officer. 
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19.  ACCESS AND CORRECTIONS REQUEST 

 In terms of Regulation 7 of the POPIA Regulations, all requests for access to personal 
 information must be made using the prescribed PAIA Form 2, which is included in our 
 PAIA Manual (ANNEXURE B). The PAIA Manual is accessible to all employees and data 
 subjects, either electronically or in printed form, as required under Section 51 of PAIA, and is 
 available on request from the Information Officer. 

 Requests to access or correct personal information must be submitted to the Information 
 Officer using our standard form, included in the PAIA Manual (ANNEXURE D). Proof of 
 identity may be required to ensure that information is  released only to the rightful Data 
 Subject. 

 A reasonable fee may be charged for copies or retrieval of records, as set out in  ANNEXURE 
 A of the PAIA Manual. 

 We will respond to access or correction requests within one month of receipt. If  necessary, 
 this period may be extended by a further two months. In such cases, the Data Subject will be 
 notified of the extension, along with the reasons for the delay. 

20.  COMPLAINTS 

 If you believe that we have infringed your privacy rights, please first contact the Information 

 Officer.  

 

20.1 Complaints must be submitted in writing using the Internal POPIA Complaint Form 

 (Annexure E or available from the Information Officer).  

 

20.2 The company will acknowledge, investigate, and resolve the complaint in accordance with its 

 POPIA Complaints Handling Procedure and will respond within a reasonable timeframe, as 

 detailed in the PAIA Manual (Complaints Procedure). 

 

20.3 If your complaint is not resolved to your satisfaction, you may refer the matter to the 

 Information Regulator (Republic of South Africa): 

 

 The Information Regulator (Republic of South Africa) 
Form 5 download: https://www.justice.gov.za/inforeg/docs.html  

Website: https://www.inforegulator.org.za 

Email: complaints.IR@justice.gov.za  

Telephone: 010 023 5200 

 

All complaints submitted to the Information Officer or the Information Regulator will be 

handled in accordance with the provisions of the Protection of Personal Information Act 

(POPIA). 

 

https://www.justice.gov.za/inforeg/docs.html
https://www.inforegulator.org.za/
mailto:complaints.IR@justice.gov.za
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21.  CHANGES TO THIS POLICY 

We may update this Privacy Policy from time to time to comply with changes in the law or 

our internal practices. The most recent version will be published on our website and be 

available on request. 

 

22. REVIEW CYCLE 

 This Privacy Policy will be reviewed at least annually, or sooner if legislative, regulatory, or 

 business changes occur to ensure continued compliance with POPIA and PAIA. 

 

23.  CONTACT INFORMATION  

For any questions or concerns regarding this Privacy Policy, contact the Information Officer 

with the contact details above. All inquiries will be addressed in a timely manner and in 

accordance with POPIA requirements. 

 

24.  VERSION CONTROL 

  

VERSION DATE APPOVED BY SUMMARY OF CHANGES 

1.0 November 2025 DESIREE VAN 
HEERDEN – 
FINANCIAL DIRECTOR 

INITIAL VERSION – FIRST 
RELEASE OF THE POLICY 

    

  

 
25.  APPROVAL AND SIGN-OFF  

I, the undersigned, confirm that this Privacy Policy has been prepared and approved in 

accordance with the requirements of the Protection of Personal Information Act (POPIA) 

and, where applicable, the Promotion of Access to Information Act (PAIA). 

Name: Desiree Van Heerden 

Designation: Financial Director & Information Officer 

Company: Process Vacuum (Pty) Ltd 

Signature: ______________________________________________ 

Date of Approval: _______26/11/2025_______________________ 

 


